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2025 marked a structural turning point in the global cyber threat
landscape. Rather than a year defined by isolated incidents or headline-
grabbing breaches, it became a year of systemic normalization of cyber
risk. Threat activity did not merely increase in volume; it matured in
coordination, automation, and strategic intent.

Across the year, cybercrime evolved from opportunistic exploitation into a
persistent, industrialized ecosystem. Ransomware groups
professionalized operations, infostealer malware became the primary
entry point for compromise, and geopolitical tensions increasingly shaped
digital battlefields. The result was a threat environment where attacks
were faster, quieter, and more difficult to attribute or contain.

EXECUTIVE SUMMARY & KEY FINDINGS
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By the end of 2025, organizations were no longer facing a question of if they
would be targeted, but how early they could detect and respond.

Several defining patterns emerged:

Cybercriminal operations became more modular, scalable, and service-
driven.
State-aligned actors increasingly blurred the line between espionage,
disruption, and financial crime.
Dark web ecosystems matured into semi-public marketplaces, with
Telegram acting as the primary operational hub.
Identity, access, and supply-chain weaknesses replaced perimeter
vulnerabilities as the dominant attack vectors.
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Cyber threats in 2025 shifted from episodic attacks to persistent,
continuous operations, with adversaries maintaining long-term
access rather than executing one-off campaigns. This marked a
structural change in how risk accumulates inside organizations.

Ransomware evolved into a mature ecosystem rather than a single
tactic, with groups diversifying revenue through data extortion,
access resale, and coordinated pressure campaigns. The
fragmentation of major groups increased unpredictability rather than
reducing overall risk.

Infostealers became the primary entry point for compromise, quietly
enabling downstream attacks across enterprises and cloud
environments. Stolen credentials and session tokens increasingly
bypassed traditional security controls, including MFA.

Dark web ecosystems grew faster, more accessible, and more
strategic, with Telegram emerging as the central coordination layer
for threat actors. Speed, visibility, and psychological pressure
became as important as technical exploitation.

Government institutions, healthcare providers, and critical
infrastructure remained the most targeted sectors due to their
societal impact and operational fragility. Attacks increasingly aimed
to disrupt trust and continuity rather than extract immediate financial
gain.

Vulnerabilities expanded beyond software into firmware,
virtualization layers, identity systems, and AI infrastructure. This
shift exposed blind spots in traditional security models that were
never designed to monitor these layers.

Key Findings from 2025
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TIMELINE OF INCIDENTS

From the corridors of
government to hospital networks

and global supply chains, the
first seven months of 2025 have
revealed the expanding scope,

scale, and sophistication of
cyber threats. Ransomware

groups, state-sponsored actors,
and criminal collectives alike

have escalated their operations ;
often targeting critical

infrastructure, healthcare
providers, and multinational

brands with increasing precision.
This timeline captures two high-
impact incidents per month that
shaped the global cybersecurity

narrative, reflecting how
vulnerabilities in one region can

reverberate worldwide.

January

February 

US Treasury Breach
Attack Type: Cyber-espionage (APT)
Details: Computers of senior U.S. Treasury
officials were accessed via third-party
compromise.
Actors: China-linked “Flax Typhoon” group

Frederick Health Ransomware Attack
Attack Type: Ransomware
Details: Affected ~934,000 patient records,
including sensitive health data.
Actors: Likely part of coordinated
healthcare-sector campaign

Significant Cyber Incidents 

Genea IVF Clinic Breach (Australia)
Attack Type: Ransomware
Details: Termite ransomware group
exfiltrated 940GB of sensitive medical data.
Impact: Legal intervention halted data
publication; national media attention.

Volt Typhoon Targeting Guam Infrastructure
Attack Type: State-sponsored infiltration
Details: Critical telecom and power
infrastructure in Guam targeted for
potential wartime disruption.
Impact: U.S. military preparedness review
triggered.
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Significant Cyber Incidents 

March
Oracle Healthcare Breach

Attack Type: Data breach
Details: Patient-related records in Oracle
Health environment accessed.
Impact: FBI opened a probe due to potential
exposure across hospital systems.

Zoomcar (India) Credential Theft & Exposure
Attack Type: Credential stuffing
Details: PII of Indian mobility-tech startup
Zoomcar leaked on Telegram.
Impact: Customer trust eroded; signals
spread of retail/mobile targeting.

April 
Iberian Peninsula Power Outage (Spain &
Portugal)

Attack Type: Initially suspected cyberattack
Details: Affects energy, telecom, and transit
sectors; ruled out as cyber but spotlighted
resilience gaps.
Impact: Raised cybersecurity preparedness
discussions in EU.

Harrods, M&S, Co-op Ransomware Campaign
(UK)

Attack Type: Ransomware
Actors: Scattered Spider, DragonForce
Impact: M&S online presence disabled for 7
weeks; suspects arrested in July.

May
City of Dallas – Government Ransomware

Attack Type: Ransomware
Details: Operational disruptions to police,
court, and citizen service systems.
Impact: Public safety delayed, sensitive
documents leaked.

DaVita Dialysis Data Leak (USA)
Attack Type: Data exfiltration
Details: Medical records exposed from U.S.
dialysis network.
Impact: Undermined trust in U.S. healthcare
infrastructure resilience.

June
JBS Meatpacking Ransomware
(USA/Australia)

Attack Type: Ransomware
Details: Shut down meat processing in
multiple countries for two days.
Impact: Supply chain disruption with global
food sector implications.

Lee Enterprises Ransomware (USA)
Attack Type: Ransomware
Details: 40,000 SSNs and financial records
stolen by Qilin group.
Impact: Journalistic operations and
publishing systems halted.
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Significant Cyber Incidents 

July
Qantas Customer Data Breach (Australia)

Attack Type: Data Breach 
Details: Attackers accessed a third-party
system tied to a Qantas contact centre,
exposing personal data tied to millions of
customer records.
Impact: Large-scale PII exposure and
elevated downstream fraud and phishing
risk for affected customers. 

McDonald’s “McHire” AI Hiring Platform
Exposure (Global/USA)

Attack Type: Data Exposure
Details: Researchers reported that basic
security weaknesses on the McHire hiring
platform could expose applicant data after
testing common credentials and related
access paths.
Impact: Sensitive applicant information risk
at massive scale, highlighting vendor and AI
adoption security gaps. 

August
SK Telecom Major Data Leak (South Korea)

Attack Type: Data Breach
Details: South Korea’s privacy regulator
fined SK Telecom after a cyberattack led to
the exposure of personal data tied to nearly
27 million users, citing failures in basic
security controls and delayed notification.
Impact: National-scale privacy incident with
regulatory, reputational, and long-term
customer trust implications. 

Government of Canada MFA Provider
Incident, 2Keys (Canada)

Attack Type: Third-Party / Identity Security
Incident (MFA Interface Exposure)
Details: The Government of Canada
disclosed a cyber incident affecting a third-
party MFA provider used for CRA, ESDC,
and CBSA accounts, involving exposure of
certain phone numbers and email
addresses linked to user accounts.
Impact: Elevated phishing and account-
takeover risk, plus renewed focus on third-
party identity stack security. 
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Significant Cyber Incidents 

September
Jaguar Land Rover Cyber Incident Disrupts
Operations (UK)

Attack Type: Cyberattack (Operational
Disruption)
Details: JLR reported a cyber incident that
disrupted production and sales, with the
company later moving to restart operations
and implement mitigations.
Impact: Manufacturing disruption, supplier
stress, and measurable business impact
from downtime. 

Asahi Group Ransomware Attack (Japan)
Attack Type: Ransomware
Details: Asahi acknowledged a cyberattack
on September 29 that disrupted production
and operations, with ransomware group
Qilin later claiming responsibility and
alleging data theft.
Impact: Production disruption across major
beverage operations and downstream
logistics implications.  

October
Oracle E-Business Suite Extortion Campaign
(Global)

Attack Type: Supply-Chain / Enterprise
Software Exploitation and Extortion
Details: Oracle confirmed customers
received extortion emails tied to Oracle E-
Business Suite, following warnings and
reporting that attackers were pressuring
affected organizations.
Impact: Broad enterprise exposure risk
across organizations using Oracle EBS, with
potential for large-scale data theft and
cascading incidents. 

Jaguar Land Rover Restarts Factories After
Cyberattack (UK)

Attack Type: Cyberattack (Operational
Disruption, Recovery Phase)
Details: Reuters reported JLR began
restarting some manufacturing operations
after the attack, including measures to
stabilize supply and production schedules.
Impact: Demonstrated how cyber incidents
translate into prolonged operational
recovery and financial impact beyond the
initial breach window. 
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Significant Cyber Incidents 

November
U.S. Congressional Budget Office
Cybersecurity Incident (USA)

Attack Type: Cyberattack (Suspected
Foreign Actor)
Details: CBO confirmed a cybersecurity
incident after reporting that a suspected
foreign actor accessed systems, prompting
additional monitoring and controls.
Impact: Risk to sensitive government
communications and policy-related
analyses, with broader implications for
public-sector targeting. 

Washington Post Oracle EBS-Linked Breach
Disclosure (USA)

Attack Type: Data Breach (Enterprise
Software Campaign)
Details: The Washington Post confirmed it
was among victims in a cyber breach tied to
Oracle E-Business Suite, aligned with a
wider campaign linked to CL0P claims.
Impact: Demonstrated breadth of enterprise
software exploitation campaigns and the
downstream exposure of employee and
organizational data. 

Asahi: Customer Data Exposure and Logistics
Disruption Update (Japan)

Attack Type: Ransomware / Data Breach
Details: Asahi later stated personal details
of ~1.52 million customers may have been
leaked and indicated logistics normalization
would take months following the late-
September attack.
Impact: Extended business disruption
timeline, with customer privacy exposure
layered on top of operational impact. 

GlobalLogic Employee Data Theft Linked to
Oracle EBS Campaign (USA/Global)

Attack Type: Data Breach (Third-
Party/Enterprise Software Exploitation)
Details: Reports indicated Hitachi-owned
GlobalLogic disclosed data theft affecting
~10k people, tied to the broader Oracle EBS
campaign associated with CL0P-linked
activity.
Impact: High-sensitivity employee data
exposure (IDs, financial and HR-linked data
in some cases), reinforcing third-party
blast-radius risk. 
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Significant Cyber Incidents 

December
Coupang Massive Data Breach and Legal
Fallout (South Korea)

Attack Type: Data Breach (Insider/Access
Abuse Allegations)
Details: Reuters reported a breach
discovered in November involving customer
data exposure and subsequent
investigations and lawsuits through
December.
Impact: Large-scale trust and regulatory
consequences for a national e-commerce
platform, with knock-on fraud and
compliance pressure. 

La Poste DDoS Disruption (France)
Attack Type: DDoS
Details: France’s national post office
suffered a suspected DDoS attack that
disrupted websites, apps, tracking, and
some banking-related digital access during
the holiday peak.
Impact: National-scale service disruption
affecting deliveries and public-facing
services, showing how “non-destructive”
attacks still create material impact.  

ShinyHunters Claims Pornhub Premium
Customer Data Theft (USA/Global)

Attack Type: Data Breach / Extortion
Details: ShinyHunters claimed it stole data
from Pornhub premium customers and
threatened publication, with Reuters noting
it could partially authenticate sample data.
Impact: High reputational and personal-risk
exposure for affected users, plus elevated
extortion leverage due to sensitivity of the
context. 

Kuaishou Livestreaming Cyberattack (China)
Attack Type: Cyberattack (Service
Compromise / Disruption)
Details: Reuters reported a cyberattack on
Kuaishou’s livestreaming service that
triggered an emergency response and
service restoration efforts.
Impact: Platform integrity incident with
immediate trust damage, regulatory
attention, and high-visibility disruption risk
in consumer platforms. 

2025: Cyber Threat Report



10

January 2025

In early January, the U.S. Department of the Treasury fell victim to a
sophisticated cyber-espionage campaign linked to the Chinese APT group
known as Flax Typhoon. The breach was traced to a vulnerability in a third-
party platform, BeyondTrust, which provided a backdoor into the email
systems of senior Treasury officials. While the technical intrusion was quickly
detected and contained, the incident sparked significant geopolitical fallout.
The U.S. government responded with sanctions against Beijing-based
Integrity Technology Group, underscoring the growing risk posed by vendor-
based access points and the strategic targeting of federal institutions by
nation-state actors.

Later in the month, Frederick Health, a regional hospital network in Maryland,
disclosed a major ransomware attack that compromised the sensitive data of
approximately 934,000 patients. The breach included protected health
information, social security numbers, and detailed clinical records. Although
the identity of the ransomware group behind the attack remains unconfirmed,
it is widely suspected to be part of a broader campaign affecting U.S.
healthcare systems. The attack forced the network to revert to manual
systems temporarily, raising alarms about the fragility of healthcare
infrastructure in the face of increasingly targeted ransomware threats.

February 2025
In February, the Australian healthcare sector faced a devastating blow when
Genea, a major fertility clinic network, was targeted by the ransomware
group Termite. The attackers claimed to have exfiltrated nearly 940 GB of
highly sensitive medical data, including reproductive health records, patient
identities, and internal communications. 
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The situation escalated quickly, prompting the New South Wales Supreme
Court to issue an injunction preventing the public release of the stolen data.
While the court order helped contain reputational damage, the incident raised
serious concerns about the preparedness of private healthcare providers to
handle complex extortion threats and the ethical stakes of cyberattacks on
reproductive care services.

March 2025

In March, U.S. federal authorities launched an investigation into a breach of
Oracle’s cloud-based healthcare systems, raising alarms across the medical
technology sector. The breach reportedly exposed patient records and
healthcare analytics data from several provider networks relying on Oracle’s
infrastructure. Though the full scale of the data loss remains undisclosed, the
FBI’s involvement signaled its potential severity. The incident underscored
the growing risks tied to centralized data environments and the systemic
impact of supply-chain vulnerabilities when core infrastructure providers are
compromised.

Around the same time, cybersecurity authorities in the U.S. disclosed
alarming details about an ongoing state-sponsored campaign targeting
Guam’s critical infrastructure, attributed to the Volt Typhoon APT group
linked to China. The campaign, which had begun months earlier but
intensified in early 2025, focused on infiltrating telecom networks, power
grids, and transportation systems on the island — a key hub for U.S. military
operations in the Pacific. The attack was widely interpreted as part of a
broader geopolitical strategy to develop pre-positioned access for potential
conflict scenarios, drawing renewed attention to the cyber vulnerabilities of
essential civilian infrastructure in geopolitically sensitive regions.
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April began with disruption across the Iberian Peninsula, where a massive
power outage affected millions of residents in Spain and Portugal. Initially
feared to be the result of a coordinated cyberattack, the incident triggered
emergency responses and cybersecurity investigations across EU agencies.
While authorities later attributed the blackout to a critical infrastructure
failure rather than direct malicious interference, the event underscored
Europe’s fragility in responding to systemic disruptions — whether cyber-
induced or not. It also reinforced the urgency of bolstering cyber-resilience in
the energy and transit sectors, especially amid heightened geopolitical
tensions.

Meanwhile, in India, mobility-tech startup Zoomcar experienced a data
breach that resulted in the leak of user information on Telegram channels
frequented by cybercriminals. The attack leveraged credential-stuffing
tactics and targeted account-level access, exposing email addresses, phone
numbers, and trip histories. While Zoomcar downplayed the scope of the
breach, ThreatMon’s monitoring indicated rising dark web chatter around the
data, suggesting increased threat actor interest in automotive and mobility
platforms. The breach highlighted how customer-centric digital platforms
remain prime targets for mid-level cybercrime groups exploiting weak
authentication practices.

April 2025

Later in the month, a coordinated ransomware campaign struck some of the
UK’s most recognizable retail brands — Marks & Spencer, Harrods, and Co-
op — in what would become one of the most high-profile attacks of the year.
Carried out by affiliates of the Scattered Spider and DragonForce groups, the
attack took down online storefronts, disrupted inventory systems, and
exposed sensitive customer data. Marks & Spencer’s website remained
offline for nearly seven weeks. UK police arrested multiple suspects by July,
but the incident revealed how sophisticated ransomware actors increasingly
target legacy systems in retail giants, causing financial, reputational, and
operational fallout across entire consumer ecosystems.
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May 2025

In May, the City of Dallas became the latest high-profile victim of a
ransomware attack that crippled essential public services. The attackers,
linked to the RansomHub group, disrupted police communications, court
operations, and municipal service portals, effectively paralyzing key city
functions for several days. Sensitive law enforcement documents were
exfiltrated and later leaked on dark web forums. This attack not only
disrupted daily life for millions of residents but also reignited debates around
cyber-readiness in local governments, many of which continue to rely on
outdated IT systems and lack robust incident response protocols.

Also in May, DaVita, one of the largest dialysis providers in the United States,
reported a significant breach involving the unauthorized access and potential
exfiltration of patient health information. Though the company offered limited
public detail, security analysts observed related datasets circulating across
dark web marketplaces in the weeks following the disclosure. Given the
company’s vast network of care centers and the critical nature of its
services, the breach raised questions about the cybersecurity posture of
essential healthcare providers and the growing risks tied to electronic
medical record systems across the U.S. health sector.

June 2025

June opened with a large-scale ransomware attack on JBS, one of the
world’s largest meat processing companies, affecting operations across the
United States and Australia. Facilities were forced to halt production for two
consecutive days, disrupting meat supply chains and triggering price
volatility across retail markets. Although JBS did not publicly confirm the
ransom demand or payment, the incident reflected the persistent
vulnerability of critical food infrastructure to targeted extortion efforts. It also
echoed the company’s 2021 ransomware episode, raising concerns about
recurring weaknesses in industrial cybersecurity across global logistics
networks.
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Later in the month, Lee Enterprises, a major U.S. media and publishing
conglomerate, was targeted by the Qilin ransomware group. The attackers
exfiltrated and published over 40,000 social security numbers, employee
records, and internal HR files, disrupting newsroom operations and digital
publishing systems in over two dozen local markets. The attack not only
impacted business continuity but also threatened the privacy of journalists
and staff. It served as a stark reminder that even organizations outside the
traditional “critical infrastructure” designation are increasingly in the
crosshairs of highly capable ransomware-as-a-service operators.

July 2025

In early July, Qantas, Australia’s flagship airline, confirmed a significant
customer data breach affecting up to 6 million individuals. The breach
originated from a compromise in a third-party loyalty program provider,
allowing attackers to access passenger profiles, travel histories, and
frequent flyer credentials. While financial data remained uncompromised, the
exposure of personally identifiable information raised serious privacy
concerns. The breach was widely attributed to affiliates of the Scattered
Spider group, marking yet another example of attackers exploiting supply
chain weaknesses to target national-scale consumer platforms.

In parallel, a wave of credential-stuffing attacks struck major consumer-
facing brands, including The North Face and Optima Tax Relief. By reusing
credentials leaked from prior data breaches, cybercriminals gained
unauthorized access to thousands of customer accounts, some of which
were later advertised on Telegram and dark web forums. The attacks
triggered password reset campaigns and forced both companies to enhance
multi-factor authentication protocols. These incidents reinforced a persistent
challenge in the cybersecurity landscape: the long tail of weak password
hygiene and the ease with which threat actors weaponize reused credentials
at scale.
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July 2025

Later in the month, researchers reported that McDonald’s AI-driven hiring
workflow (“McHire”) could be accessed through basic security weaknesses,
including weak or default credentials in a test environment and exposed
interfaces. The case was notable not only for the potential volume of
applicant data at risk, but also for what it revealed about the security gap
that can emerge when high-scale HR workflows are outsourced to third-
party AI platforms without rigorous access control and monitoring.  

August 2025

In mid-August, the Government of Canada disclosed a cyber incident
involving the application interface of 2Keys Corporation, a third-party multi-
factor authentication provider supporting CRA, ESDC, and CBSA accounts.
While the exposed data was limited to items such as phone numbers and
email addresses tied to user accounts, the incident heightened phishing and
account-takeover risk and underscored that identity-layer vendors can
become systemic points of failure. 

Later in the month, South Korea’s privacy regulator announced a record fine
against SK Telecom following a breach that exposed personal information
tied to nearly 27 million users, citing failures in basic security controls and
delayed notification. The incident became a national-scale signal that
telecom and identity data remains one of the highest-leverage targets for
downstream fraud and social engineering, with regulatory consequences
increasingly matching the severity of the exposure. 
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September 2025

In early September, Jaguar Land Rover (JLR) reported a cybersecurity
incident that severely disrupted retail and production operations, forcing
system shutdowns as the company worked to restore services in a controlled
manner. Even without confirmed customer data loss at the time of disclosure,
the incident showed how modern disruptions can translate into immediate
operational downtime and extended recovery timelines across manufacturing
supply chains. 

Later in the month, Japan’s Asahi Group disclosed a cyberattack (first
acknowledged on September 29) that interrupted core business functions,
including order processing and logistics, with ransomware group Qilin later
claiming responsibility. The event became a high-visibility example of how
ransomware-driven outages can spill into real-world availability shocks,
affecting distribution and consumer-facing supply in days rather than weeks. 

October 2025

In early October, Oracle confirmed that customers using Oracle E-Business
Suite (EBS) had received extortion emails, following warnings from Google
that the campaign was high volume and potentially wide-reaching. The
incident highlighted a repeatable pattern in enterprise compromise:
exploitation of widely deployed business platforms, followed by scalable
extortion that pressures organizations through executive-targeted
communications and the threat of mass disclosure. 

Around the same period, cybercriminals linked to recent high-profile
campaigns claimed they had stolen nearly 1 billion records by targeting
organizations that use Salesforce, framing it as a large-scale data theft
operation focused on SaaS ecosystems rather than traditional perimeter
compromise. Whether every claim could be independently verified at the
time, the development reinforced a 2025 reality: attackers increasingly
pursue “platform leverage,” where compromising or abusing widely used
enterprise systems amplifies reach, speed, and extortion pressure. 
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November 2025
In early November, the U.S. Congressional Budget Office (CBO) confirmed it
had been hit by a cybersecurity incident and implemented additional
monitoring and new security controls as investigations continued. The
episode reflected the sustained targeting of high-value public-sector
institutions where the impact is not only data risk but also institutional trust
and policy disruption. 

Also in early November, The Washington Post confirmed it was among the
victims of a breach tied to the wider Oracle EBS campaign, aligning with
claims by the CL0P-linked extortion ecosystem. The confirmation reinforced
industry warnings that this was not a narrow set of victims, but a campaign
with the potential to affect a broad set of Oracle customers across logistics,
operations, and core enterprise workflows. 

Mid-month, Hitachi-owned GlobalLogic disclosed that data tied to roughly
10,471 current and former employees had been exposed in an Oracle-linked
incident window (July–August intrusion period), illustrating how enterprise
platform compromise can convert immediately into high-risk identity
exposure. The theft of HR and identity artifacts (IDs, passport data, tax
identifiers, and banking details in some cases) materially increases the risk of
targeted social engineering, fraud, and longer-term credential abuse. 

Later in the month, Asahi provided updates indicating that personal details
for 1.52 million customers may have been leaked and that logistical
normalization could take months after the September 29 incident. The
incident’s extended recovery timeline became a clear reminder that
ransomware impact is increasingly measured in sustained operational drag,
not just the initial day of disruption. 
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December 2025
In early December, South Korean authorities escalated investigations into the
Coupang breach, with reporting indicating the incident was discovered on
November 18 and tied to unauthorized access that exposed customer data at
massive scale. The case rapidly evolved beyond technical remediation into a
full governance and disclosure stress test, as regulatory scrutiny and legal
actions intensified through late December. 

In mid-December, hacking group ShinyHunters claimed it had stolen data
from Pornhub premium users and threatened publication unless a Bitcoin
ransom was paid, with Reuters partially verifying some of the data with
former users. Beyond the sensitivity of the context, the incident reinforced
how third-party analytics and data exhaust can become extortion-grade
material long after it is collected. 

Just before Christmas, France’s La Poste confirmed a denial-of-service
attack that disrupted online services and impacted parcel and letter delivery
operations during a seasonal peak. While the organization stated there was
no impact to customer data, the incident demonstrated how availability
attacks alone can create national-scale operational disruption and public-
facing trust damage. 

In the same period, China’s Kuaishou reported a cyber incident that impacted
its livestreaming function, triggering an emergency response and reporting to
police and regulators as services were gradually restored. The event showed
how consumer platforms remain exposed to disruptive compromise that can
rapidly spill into content integrity, public panic, and market reaction within
hours. 
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DARK WEB INSIGHTS

Throughout 2025, the dark web evolved from a fragmented
underground ecosystem into a highly coordinated, semi-public
intelligence and monetization layer for cybercrime. What once required
technical sophistication increasingly became accessible through
automation, subscription models, and social coordination via platforms
like Telegram. By year-end, dark web activity was not only higher in
volume but also more structured, faster-moving, and strategically
aligned with geopolitical and economic pressure points.

A defining shift in 2025 was the convergence of cybercrime, hacktivism,
and geopolitical signaling. Threat actors increasingly aligned operations
with global events, elections, and geopolitical flashpoints. This resulted
in sustained campaigns rather than isolated attacks, with coordinated
narratives often accompanying technical intrusions. The objective was
no longer limited to financial extraction but extended to reputational
damage, service disruption, and psychological pressure.

Government & Public Administration
34.8%

Information Technology & SaaS
12.6%

Healthcare & Life Sciences
9.1%

Education
7.8%

Telecommunications
6.3%

E-commerce & Retail
6%

Manufacturing & Industrial
5.5%
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Another key development was the normalization of data exposure as a
weapon. Data leaks were increasingly used to coerce, embarrass, or
destabilize organizations rather than to generate immediate financial returns.
In many cases, leaked datasets were released freely or priced cheaply to
maximize amplification rather than profit, signaling a strategic shift in
attacker motivation.

The dark web itself continued to fragment, with Telegram becoming the
dominant coordination layer. Closed forums declined in relevance as actors
prioritized speed, reach, and virality over secrecy. Subscription-based
models flourished, allowing low-skill actors to access phishing kits,
infostealer logs, and automation tooling with minimal friction.

Across the year, ThreatMon observed that access brokerage and infostealer
activity formed the backbone of most large-scale incidents. Rather than
exploiting vulnerabilities directly, attackers increasingly relied on pre-
compromised credentials, session tokens, and insider-like access harvested
months earlier. This created a delayed but compounding risk model, where
breaches often appeared disconnected from their original point of entry.

Geographically, activity diversified further. While the United States remained
the most targeted country, emerging activity clusters across Southeast Asia,
the Middle East, and parts of Eastern Europe indicated a decentralization of
cybercrime operations. These regions increasingly served both as targets
and operational bases for threat actors.

By the end of 2025, one pattern was clear: the dark web is no longer a
hidden layer of the internet. It is an operational command layer for modern
cyber conflict. Organizations that relied solely on perimeter defenses or
reactive monitoring consistently lagged behind adversaries who operated
with speed, coordination, and strategic intent.
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Dark Web Exposures: 
A Glimpse into Some Alarming Breaches of 2025

Throughout 2025, cyber threat activity showed a clear concentration across
a limited set of high-impact sectors. Government and public administration
consistently emerged as the most targeted environments, driven by their
geopolitical relevance, public visibility, and complex digital infrastructures.
These institutions remained attractive to both state-aligned and financially
motivated actors seeking disruption, intelligence access, or strategic
leverage.

Education followed closely as a frequent target, reflecting long-standing
structural weaknesses such as decentralized systems, limited security
resources, and highly valuable personal and research data. Universities and
academic institutions also continued to serve as indirect entry points into
broader public and private ecosystems, amplifying their strategic relevance
to threat actors.

The information technology sector remained a central focus throughout the
year. As providers of digital infrastructure and cloud-based services,
technology companies increasingly functioned as force multipliers for
attackers. Compromising a single service provider often enabled access to
numerous downstream organizations, reinforcing the role of supply chain
exposure as a dominant risk vector.
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Dark Web Exposures: 
A Glimpse into Some Alarming Breaches of 2025

Financial institutions continued to face sustained pressure due to the high
monetization potential of financial data and transactional access. While
security maturity has improved across much of the sector, attackers
increasingly shifted toward identity abuse, social engineering, and third-party
compromise rather than direct system exploitation.

Manufacturing also remained a consistent target, particularly where
operational disruption could trigger downstream economic impact. Attacks in
this sector frequently aimed to interrupt production environments, logistics
flows, and industrial control systems, highlighting the convergence between
cyber operations and physical-world consequences.

Geographic Concentration of Threat Activity

Geographically, cyber activity in 2025 showed clear clustering rather than
even global distribution. Regions with high digital dependency, geopolitical
relevance, or rapid technological growth experienced sustained targeting
throughout the year.

Countries in the Middle East and parts of Europe emerged as frequent focal
points, influenced by ongoing geopolitical tensions and strategic digital
infrastructure. South and Southeast Asia also experienced elevated activity,
reflecting both rapid digital adoption and expanding attack surfaces across
consumer platforms and public services.

This geographic dispersion highlights a broader trend: attackers are no
longer concentrated in a small set of traditional targets. Instead, they
increasingly operate wherever digital transformation outpaces security
maturity, exploiting gaps created by rapid growth and interconnected
systems.
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Dark Web Exposures: 
A Glimpse into Some Alarming Breaches of 2025

Prominent Threat Actors Observed in 2025

The threat landscape in 2025 was shaped by a relatively small number of
highly active and adaptive groups. These actors demonstrated operational
consistency, strategic targeting, and the ability to sustain campaigns over
extended periods rather than relying on short-lived attacks.

Several groups focused on politically motivated operations, leveraging
disruption and visibility as tools of influence. Others specialized in data
extortion and infrastructure compromise, often combining technical
sophistication with psychological pressure to accelerate victim response.

Across these groups, a common pattern emerged: collaboration, reuse of
tooling, and strategic patience. Rather than acting impulsively, threat actors
increasingly operated like structured organizations, optimizing for longevity,
impact, and scalability.

Strategic Interpretation

The patterns observed throughout 2025 signal a fundamental shift in the
cyber threat landscape. Attacks are no longer isolated technical events but
coordinated actions designed to generate systemic disruption, reputational
harm, and long-term instability.

As digital infrastructure becomes inseparable from economic and civic life,
threat actors are adapting faster than traditional defense models. This
evolution reinforces the need for continuous intelligence, contextual
awareness, and proactive defense strategies that anticipate attacker
behavior rather than respond after damage occurs.
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A threat actor operating under the name BD
Anonymous claimed responsibility for a
cyberattack targeting the official website of
the Abu Dhabi Urban Planning Council,
asserting that the site had been taken offline
as part of a politically motivated campaign.
The group published a defacement-style
message referencing geopolitical grievances
and explicitly linked the attack to regional
political tensions, framing the action as part of
a broader ideological operation rather than a
financially motivated breach.

24

Abu Dhabi Urban Planning Council Website Targeted
by BD Anonymous

Dark Web Exposures: 
A Glimpse into Some Alarming Breaches of 2025

At the time of observation, the affected domain appeared unreachable, returning
connection errors consistent with service disruption or takedown activity. While
no evidence of data exfiltration or system compromise was publicly shared, the
incident highlights the continued use of website disruption as a symbolic and
visibility-driven tactic. The operation reflects a broader 2025 trend in which
hacktivist groups increasingly leverage cyber incidents to amplify political
messaging, targeting government-facing digital infrastructure to generate
attention, reputational pressure, and public disruption rather than direct financial
gain.
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A threat actor operating under the alias “selluk” claimed to be offering
multiple French databases for sale on a well-known underground forum. The
post, shared in late December, advertised access to compromised datasets
and invited potential buyers to initiate contact privately, indicating an intent
to monetize the data rather than publicly release it. The actor presented
themselves as both the intruder and seller, a pattern commonly observed
among mid-tier cybercriminals seeking credibility and rapid transactions
within underground marketplaces.

The post did not specify the affected organizations, but its framing and
language suggest potential exposure of French institutional or commercial
databases. The activity reflects a broader trend observed throughout 2025,
where actors increasingly leverage dark web forums to advertise stolen data
with minimal proof, relying on reputation systems and private negotiations to
complete transactions. Such listings often precede targeted extortion, resale
to other criminal groups, or use in downstream fraud and identity-based
attacks. The incident reinforces how dark web marketplaces continue to
function as active hubs for data trafficking, even when technical verification
of breaches remains limited at the time of disclosure.

25

Alleged French Database Leak Advertised on Dark Web
Forum
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A threat actor operating under the alias “BreachLaboratory” advertised a
dataset containing personal contact information allegedly belonging to
individuals in Germany. The dataset, shared on a well-known underground
forum, was described as containing over one hundred thousand records and
was reportedly extracted from a CRM-style contact list. According to the
actor’s description, the data includes full names, email addresses, and phone
numbers, with formatting inconsistencies suggesting aggregation from
multiple sources rather than a single unified breach.

The post indicated that the data was offered in a structured format and
made available through external download links, signaling an intent to
distribute rather than simply publicize the exposure. While the legitimacy of
the dataset could not be independently verified at the time of observation,
the presentation aligns with common data-broker activity, where bulk
personal information is packaged for resale, enrichment, or use in phishing
and social engineering campaigns.

26

Alleged Leak of German Contact Information Dataset
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Throughout 2025, cyber activity demonstrated clear geographic
concentration rather than uniform global distribution. Certain countries
consistently emerged as focal points for threat activity, driven by a combination
of geopolitical exposure, digital maturity, and the scale of their online
infrastructure.

Israel stood out as one of the most frequently targeted environments.
Heightened geopolitical tension, advanced digital infrastructure, and strong
global visibility made it a recurring focal point for both ideologically motivated
campaigns and coordinated disruption efforts. Attacks in this region often
carried symbolic intent alongside technical objectives, reinforcing its
prominence within global threat activity.

India also remained a high-activity region, reflecting its rapid digital expansion
and role as a major technology and service hub. The combination of a large
user base, expanding cloud adoption, and interconnected enterprise
ecosystems made it an attractive target for financially motivated actors and
data-focused operations.

Southeast Asia emerged as another significant hotspot, with countries such as
Thailand and Indonesia experiencing sustained activity. Rapid digitization
across public services, finance, and e-commerce (often outpacing security
maturity) created favorable conditions for threat actors seeking scalable
opportunities.
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A relatively small group of threat actors accounted for a disproportionate
share of observed activity throughout the year, underscoring the growing
consolidation of influence within the cybercrime ecosystem.

NoName057(16) remained one of the most persistent actors, frequently
engaging in ideologically driven operations aimed at disrupting public
institutions and digital services. Its campaigns reflected a strong alignment
with geopolitical narratives and demonstrated consistent operational tempo
throughout the year.

HEZI RASH maintained a visible presence across multiple regions, often
leveraging disruption and defacement tactics to amplify political messaging.
The group’s operations demonstrated a blend of opportunism and ideological
intent, frequently targeting entities with symbolic or strategic value.

Keymous+ continued to operate as a capable and adaptive actor, engaging
in activities ranging from data exposure to coordinated attack campaigns. Its
persistence highlighted the growing professionalism among mid-tier threat
groups capable of sustaining long-term operations.

Qilin remained one of the most impactful ransomware-focused actors, with
activity characterized by structured campaigns, pressure-based extortion,
and consistent targeting of organizations with high operational dependency.
The group’s behavior reflected a mature ransomware-as-a-service model.

In Europe, France consistently appeared as a high-impact target, influenced by
its role as a major political, economic, and digital hub. Attacks in the region
often reflected broader geopolitical dynamics and demonstrated how nation-
state tensions increasingly manifest through cyber operations.

Collectively, these patterns highlight a shift away from opportunistic targeting
toward geographically strategic campaigns, where digital maturity, political
relevance, and population scale intersect to shape attacker focus.

Top Threat Actors in 2025:
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Throughout 2025, ransomware activity continued to evolve in both scale and
sophistication, reinforcing its position as one of the most disruptive cyber
threats globally. While acknowledging fluctuations throughout the year,
overall activity trended upward, reflecting the growing maturity of
ransomware operations and their ability to adapt to defensive pressures.

The data indicates a sustained operational tempo rather than sporadic
surges. Attackers demonstrated resilience, shifting tactics and targets in
response to takedowns, law enforcement pressure, and changing geopolitical
dynamics. Rather than diminishing, ransomware ecosystems restructured
themselves, maintaining pressure across industries and regions with
increasing efficiency.

This evolution confirms that ransomware is no longer a singular threat
category but an ecosystem composed of access brokers, extortion
specialists, infrastructure operators, and ideological actors working in
parallel.
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RANSOMWARE INCIDENTS
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Ransomware activity in 2025 remained geographically concentrated, with a
clear clustering across North America and Europe, followed by emerging
activity across parts of Asia and Latin America. The United States continued
to experience the highest concentration of incidents, reflecting its digital
density, economic scale, and continued attractiveness to financially motivated
attackers.

Canada and several European countries followed closely, particularly those
with advanced industrial, healthcare, and public service sectors. Germany, the
United Kingdom, and France consistently appeared as high-impact targets,
reflecting both their economic significance and exposure through
interconnected digital infrastructure.

Beyond traditional hotspots, activity across Asia (including India and
Southeast Asia) continued to grow, driven by rapid digital adoption and
expanding cloud infrastructure. These regions increasingly serve as both
targets and operational environments, highlighting a shift toward broader
geographic distribution of ransomware activity.

Overall, the global pattern suggests that attackers are prioritizing regions
where operational disruption creates downstream economic and political
consequences rather than focusing solely on ease of compromise.
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Global Distribution of Ransomware Attacks in 2025 (YTD)
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A relatively small number of ransomware groups accounted for a
disproportionate share of observed activity throughout the year. These
actors demonstrated consistent operational maturity, adaptability, and an
ability to maintain momentum even amid takedowns and infrastructure
disruption.

Groups such as NoName057(16) remained highly active, leveraging
ideological narratives and coordinated campaigns to sustain pressure on
public and private institutions alike. HEZI RASH continued to operate with a
focus on visibility and disruption, while Keymous+ maintained a steady
presence through data exposure and extortion-driven campaigns.

Qilin emerged as one of the most operationally effective ransomware groups
of the year, frequently targeting organizations with high dependency on
digital continuity. Its campaigns demonstrated disciplined execution,
structured extortion tactics, and a strong understanding of victim pressure
points.

The sustained activity of these groups underscores the increasing
professionalization of ransomware operations, where longevity and
adaptability now outweigh short-term impact.

Top Ransomware Groups in 2025

Emerging Actors and Tactical Shifts

Beyond established groups, 2025 saw the emergence of newer actors
adopting hybrid tactics that blend ransomware, data exposure, and
ideological messaging. These groups often operated with limited technical
sophistication but compensated through coordination, automation, and
strategic targeting.

A notable shift was the growing reliance on access brokers and previously
compromised credentials, enabling attackers to bypass traditional security
controls with minimal noise. This lowered the barrier to entry and expanded
the pool of active participants within the ransomware ecosystem.

2025: Cyber Threat Report
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Strategic Takeaways
The ransomware landscape in 2025 illustrates a transition from volume-
driven attacks to precision-driven operations. Threat actors are no longer
focused solely on encryption or financial extortion, but on sustained
influence, disruption, and strategic leverage.

Organizations facing this environment must move beyond reactive defense
models. Effective resilience now depends on early detection, visibility into
emerging actor behavior, and the ability to contextualize threats before
operational damage occurs. As ransomware ecosystems continue to evolve,
preparedness will increasingly be defined by intelligence maturity rather than
technical controls alone.
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DATA BREACHES
Throughout 2025, data breaches
continued to accelerate in both scale and
complexity, reflecting a broader shift in
how digital exposure occurs across
industries. Rather than isolated security
failures, most incidents stemmed from
systemic weaknesses such as third-
party dependencies, identity misuse, and
misconfigured cloud environments. The
year saw a sharp rise in large-scale data
exposure events affecting millions of
individuals, with attackers increasingly
prioritizing access to personal,
authentication, and behavioral data that
can be reused across multiple attack
chains.

Compromised
Records

As breach volumes grew, so did
their impact. Organizations across
sectors faced not only technical
disruption but also reputational
damage, regulatory scrutiny, and
long-term erosion of user trust. The
data observed throughout 2025
reinforces a critical reality: modern
breaches are rarely singular events,
but part of a continuous exposure
cycle where leaked information
fuels future compromise.
Understanding these patterns is
essential to anticipating risk,
strengthening resilience, and
reducing the downstream effects
of data exploitation.
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In mid-2025, American insurer Aflac disclosed a significant breach
impacting tens of millions of individuals, with sensitive personal data
including Social Security numbers, claims information, and health records
exposed by an external cyberattack. The incident was attributed to the
cybercriminal group Scattered Spider, highlighting how financially
motivated threat actors increasingly target large insurers and financial
services firms to maximize leverage for downstream misuse and fraud. 

Selected 2025 Data Breach Highlights

Aflac Massive Personal Data Compromise

A large educational institution in the United States confirmed that millions
of records were compromised after attackers exploited a zero-day
vulnerability in Oracle’s enterprise suite. The breach exposed highly
sensitive personally identifiable information, including full names,
birthdates, Social Security numbers, and banking details, underscoring the
persistent risk posed by widely deployed third-party enterprise software
when left unpatched.

University of Phoenix Credential and PII Exposure

South Korean e-commerce leader Coupang disclosed a massive breach
affecting over 33 million customers, prompting public apology from
leadership and regulatory scrutiny. The incident, reportedly involving
former employee access, exposed customer names, email and delivery
addresses, and order histories, and has sparked both investor litigation and
an ongoing special audit by national authorities, illustrating the reputational
and legal fallout of high-impact breaches.

Coupang Customer Data Fallout
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Late in 2025, Nissan confirmed a breach tied to a third-party contractor’s
compromised code repository, resulting in the theft of customer data
including names, addresses, and contact information. The incident, linked
to the Crimson Collective and amplified through data distribution by other
threat groups, highlights how software supply chain weaknesses remain a
persistent vector for large enterprise breaches.

Selected 2025 Data Breach Highlights

Nissan and Red Hat Third-Party Supply Chain Compromise

South Korea’s largest carrier SK Telecom publicly acknowledged a multi-
year infiltration, during which attackers accessed sensitive subscriber
authentication keys and device identifiers. The breach ultimately led to a
regulator-issued multi-billion-won fine and a large-scale SIM replacement
program, illustrating the systemic exposure inherent in large telco
environments and the long tail of breach consequences. 

SK Telecom Subscriber Data Breach and National Fine

Across 2025, compromises of Salesforce database instances and
integrations such as Salesloft Drift emerged as common precursors to
several major breach disclosures. Attackers exploited weak API controls,
exposed development sandboxes, and over-permissioned OAuth tokens to
siphon customer data from multiple organizations, reinforcing lessons
around SaaS supply chain risk and API governance. 

Salesforce Ecosystem Supply Chain Exploits
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Industry analysis throughout 2025 showed that trusted third-party access
and basic credential compromise were among the leading root causes of
the year’s most consequential breaches, reflecting broader systemic
challenges in perimeter security and identity hygiene across sectors. This
pattern aligns with the increased volume of breaches tied to vendor
ecosystems and underscored the need for stronger controls around
external integrations. 

By late 2025, many reporting indicated that the year was on track to be
among the worst on record for total data breaches, with thousands of
breaches reported by October and continued growth through year-end
across industries such as healthcare, finance, technology, and government.
These aggregated trends point to a landscape where breach frequency and
systemic exposure continue to accelerate.

Conclusion: An Expanding Threat Landscape
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CRITICAL VULNERABILITIES
The 2025 vulnerability landscape was defined by a significant rise in high-
impact flaws that allowed unauthenticated remote code execution and
privilege escalation across critical enterprise and network infrastructure. The
emergence of React2Shell as a foundational web-component risk, alongside
persistent zero-day exploitation in email appliances, firewalls, enterprise
software stacks, and mobile platforms, illustrates how pervasive attack
surface expansion has become. Defensive teams were repeatedly challenged
to prioritize patching amidst a burgeoning volume of CVEs and active
exploitation, reinforcing the need for threat-informed vulnerability
management.

The most consequential vulnerability of 2025, React2Shell (CVE-2025-
55182), was an unauthenticated remote code execution flaw in Meta’s React
Server Components that scored at the highest severity level. Due to insecure
deserialization, attackers could execute arbitrary code with a single request;
leading to widespread exploitation by diverse groups, including opportunistic
cyber criminals and sophisticated clusters targeting web infrastructure. This
vulnerability underscored the systemic risk posed by modern web
frameworks that expose complex server components without adequate
validation.

Featured Critical Vulnerabilities

CVE-2025-55182 “React2Shell”
 – React Server Components Remote Code Execution
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Cisco disclosed that a critical zero-day vulnerability in its AsyncOS software,
tracked as CVE-2025-20393, was actively exploited by advanced threat
actors to compromise email security appliances. The flaw allowed remote
attackers to execute system-level commands and establish persistent
backdoors on Cisco Secure Email Gateway and related products, significantly
elevating the risk profile of enterprise mail infrastructure. This exploit was
tied to China-linked actors and reinforced the importance of rapid patching
for network perimeter devices. 

CVE-2025-20393 
– Cisco AsyncOS Email Appliance Zero-Day Exploit

A critical vulnerability in WatchGuard’s Firebox OS (CVE-2025-14733)
affected widely deployed firewall appliances, allowing unauthenticated
remote code execution via IKEv2 and VPN interfaces. With a severity rating
near the top of the CVSS scale, this flaw saw active exploitation, prompting
CISA to add it to its Known Exploited Vulnerabilities catalog and require
urgent remediation for federal environments. The incident illustrated how
flaws in network security infrastructure amplify downstream risk for
connected enterprise systems. 

CVE-2025-14733 
– WatchGuard Firebox OS Remote Code Execution
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Microsoft SharePoint suffered critical vulnerabilities that enabled
impersonation and unauthorized access across affected environments,
leading to confirmed exploitation against hundreds of organizations globally
—including U.S. government administrations and corporate entities. These
flaws highlighted the strategic impact of web application vulnerabilities when
leveraged for lateral movement, phishing enablement, and stealthy access to
enterprise data stores. Emergency patches were released, but exploitation
cases continued to emerge prior to full remediation adoption. 

CVE-2025-53770 & CVE-2025-53771 
– SharePoint Authentication Bypass

The Oracle EBS vulnerability CVE-2025-61882 was a critical zero-day that
attackers widely exploited to gain initial access into enterprise environments,
notably preceding high-impact ransomware and data breach campaigns
affecting major organizations. Emergency updates were issued after
exploitation was confirmed in the wild, underscoring the continued risk posed
by business application platforms deeply embedded in corporate workflows. 

CVE-2025-61882 
– Oracle E-Business Suite Zero-Day

The critical vulnerabilities observed throughout 2025 underscore a structural
shift in how digital risk manifests across modern environments. Rather than
isolated flaws confined to specific software layers, vulnerabilities increasingly
emerged across interconnected systems; spanning cloud infrastructure,
enterprise applications, identity platforms, and embedded technologies. This
convergence expanded the blast radius of even single-point failures, turning
localized weaknesses into organization-wide exposure events.

Conclusion & Forward Outlook
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A defining characteristic of 2025 was the speed at which vulnerabilities
transitioned from disclosure to exploitation. Threat actors demonstrated an
exceptional ability to operationalize newly discovered weaknesses, often
within days or even hours. This compressed response window left many
organizations vulnerable, particularly those reliant on complex supply chains
or legacy infrastructure that cannot be patched rapidly.

Equally important was the growing strategic value of identity and access
pathways. Many of the year’s most impactful vulnerabilities enabled privilege
escalation or authentication bypass, reinforcing the reality that identity
systems have become the new perimeter. Once compromised, these systems
allowed attackers to move laterally with minimal resistance, often remaining
undetected until meaningful damage had occurred.

Looking ahead, vulnerability management can no longer function as a
reactive or compliance-driven exercise. Organizations must shift toward
continuous exposure awareness, contextual prioritization, and
intelligence-led remediation strategies. The ability to understand which
vulnerabilities matter most, when they matter, and why will define resilience
in the years ahead.

As threat actors continue to exploit the growing complexity of modern digital
environments, defenders must evolve just as rapidly; moving from patching
vulnerabilities to anticipating exploitation pathways. In this landscape, timely
intelligence, visibility across attack surfaces, and strategic readiness will be
decisive in shaping cyber resilience beyond 2025.

Conclusion & Forward Outlook
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Infostealer Analysis
Throughout 2025, infostealer malware emerged as one of the most
consequential enablers of cybercrime, quietly reshaping the threat
landscape beneath more visible attack types such as ransomware and data
extortion. Rather than acting as standalone threats, infostealers
increasingly functioned as the foundation of broader attack chains,
enabling account takeovers, lateral movement, and long-term access
across organizations and digital ecosystems.

Infostealers were widely used to harvest credentials, browser session
tokens, authentication cookies, autofill data, and cryptocurrency wallets.
Unlike traditional malware campaigns, these tools required minimal
infrastructure and expertise, allowing even low-skill actors to participate in
high-impact operations. The resulting commoditization of access
significantly lowered the barrier to entry for cybercrime while dramatically
increasing the scale of exposure.

A defining characteristic of 2025 was the shift from exploit-driven
intrusions to credential-driven compromise. Infostealers became the
preferred initial access mechanism for ransomware operators, fraud
networks, and data brokers alike. Instead of breaching perimeter defenses
directly, attackers increasingly relied on previously stolen credentials
harvested through malware campaigns executed weeks or even months
earlier.

This model allowed threat actors to bypass multi-factor authentication
through session hijacking, token reuse, and browser-based identity
persistence. As a result, many breaches appeared to originate from
legitimate user activity, complicating detection and prolonging dwell time.

Infostealers as the Entry Point of Modern Attacks

2025: Cyber Threat Report
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Several malware families dominated the infostealer ecosystem throughout
the year. Variants such as RedLine, Lumma, Raccoon, and Vidar continued
to evolve, frequently updated to evade detection and integrate new data
extraction capabilities. These tools were widely distributed through phishing
campaigns, cracked software installers, fake browser updates, and malicious
advertising.

A key trend observed in 2025 was the professionalization of infostealer
distribution. Operators increasingly offered subscription-based access to
dashboards, automated log parsing, and filtering tools that allowed buyers to
quickly identify high-value credentials. This industrialization transformed
stolen data into a scalable commodity rather than a byproduct of isolated
attacks.

Dominant Infostealer Families

Infostealer logs collected throughout the year revealed a consistent
concentration of sensitive information types. Email credentials, browser-
stored passwords, authentication cookies, and session tokens remained
the most common assets harvested. These were frequently supplemented by
system metadata such as device fingerprints, IP history, and geolocation
data, enabling more precise targeting in follow-on attacks.

Notably, infostealer activity increasingly targeted enterprise environments
rather than individual consumers. Credentials linked to corporate email
systems, cloud platforms, internal portals, and developer environments were
frequently observed, amplifying the potential blast radius of a single
compromised endpoint.

Data Exposure Patterns
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Infostealers played a pivotal role in bridging low-level cybercrime and high-
impact operations. Logs obtained through malware infections were routinely
resold, reused, or weaponized by ransomware groups, fraud networks, and
access brokers. In many cases, major breaches in 2025 could be traced back
to credentials that had been compromised weeks earlier through infostealer
campaigns.

This ecosystem blurred traditional distinctions between attack stages,
creating a continuous pipeline from initial compromise to exploitation. As a
result, organizations often faced breaches long after the initial infection had
occurred, with little visibility into the original point of compromise.

Role in the Broader Cybercrime Economy

The prevalence of infostealers in 2025 signals a structural shift in how cyber
risk materializes. As long as credentials, tokens, and browser artifacts remain
valuable and easily extractable, infostealers will continue to serve as a
primary enabler of large-scale cyber operations.

Defensive strategies must evolve accordingly. Endpoint visibility, identity
monitoring, session integrity, and behavioral detection will be increasingly
critical in identifying compromise before it escalates into data loss or
operational disruption. Traditional perimeter defenses alone are no longer
sufficient in an environment where access is silently harvested long before
exploitation begins.

The trajectory of infostealer activity in 2025 makes one trend clear: the next
generation of cyber incidents will be defined less by intrusion and more by
persistence, reuse, and silent access.

Strategic Outlook
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